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Abstract—Intrusion detection systems constitute a crucial cornerstone in securing computer networks especially
after the recent advancements in attacking techniques.
IDSes can be categorized according to the nature of
detection into two major categories: signature-based and
anomaly-based. In this paper we present KBIDS, a kernelbased method for an anomaly-based IDS that tries to
cluster the training data to be able to classify the test data
correctly. The method depends on the K-Means algorithm
that is used for clustering. Our experiments show that the
accuracy of detection of KBIDS increases exponentially
with the number of clusters. However, the time taken
to classify the given test data increase linearly with the
number of clusters. It can be derived from the results that
16 clusters are sufﬁcient to achieve an acceptable error
rate while keeping the detection delay in bounds.
Index Terms—Kernel Methods, Machine Learning, Intrusion Detection Systems.

I. I NTRODUCTION
The vast ongoing achievements in computer technology brought about new schemes of attacks as well as
pushing the technology forward. An attacker can now inﬁltrate a network through a vulnerable host then use it to
launch attacks on other hosts. Moreover, an attacker can
use the collaborative power of inﬁltrated hosts to perform
a Distributed Denial of Service (DDoS) attack [1]. IDSes
are an example of the tools used to safeguard computer
systems against such types of attacks. The main goal
of an IDS is to detect malicious/unauthorized use of
resources. There are two types of IDSes: signature-based
(e.g. Snort [2]) and anomaly-based (e.g. Bro [3]). The
former cannot detect novel intrusions. However, the latter
serves well in detecting anomalies that deviate from the
normal behaviour of the system whether this abnormality
was encountered before or not. Anomaly-based IDS
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mostly depend on statistical modeling [4] to deﬁne a
system proﬁle reﬂecting its normal behaviour. Other
anomaly-based approaches [5], [6] rely on predicting
the future behaviour of the system given its history. Although these approaches are more successful in capturing
temporal and multiple-variable correlations, they require
more time for training the model and, in some cases, their
application can be infeasible because of the size of data
sets involved [7]. In this paper, we will discuss different
kernel methods that were applied to IDSes and propose
an algorithm that tries to build k clusters in the feature
space based on a deﬁned kernel method. The rest of the
paper is structured as follows. Section II discusses related
work. The motivation of our work is explained in section
III. Implementation details are explained in section IV.
Section V explains the process of evaluating the system
with the results presented in section VI. Finally, section
VII states some concluding remarks and possible future
work.
II. R ELATED W ORK
A. Intrusion Detection Systems
1) Snort: Snort [2] is an open source cross-platform,
lightweight, rule-based network intrusion detection tool
that can be deployed to monitor small TCP/IP networks
and detect a wide variety of malicious network trafﬁc. It
provides system administrators with enough data helping
them to take informed decisions on the proper action to
take towards a suspicious activity. Moreover, Snort can
plug potential holes in a network’s security coverage,
such as when a new attack emerges and commercial security vendors are slow to release new attack recognition
signatures.
Snort is available under the GNU General Public
License [8], and is free for use in any environment.

Therefore, Snort is useful when it is not cost efﬁcient
to deploy commercial NIDS sensors.
Snort developers lately added very useful extensions to
its basic infrastructure. One of the extensions provides
the functionality of Intrusion Prevention System (IPS)
allowing system administrators to provide Snort with the
appropriate actions to take if some incidents occur.
2) Bro: Bro [3] is an open source stand-alone highspeed monitoring system for detecting network intruders
in real-time. In Bro, there is a clear distinction between
mechanism, policy and extensibility by dividing it into
three components. An event engine that reduces a kernelﬁltered network trafﬁc stream into a series of higherlevel
events. A policy script interpreter that interprets event
handlers written in Bro scripting language used to express a site’s security policy. Finally, event handlers can
update state information, synthesize new events, record
information to disk, and generate real-time notiﬁcations
via syslog.
B. Kernel-based Intrusion Detection Systems
1) Kernel-ART: Kernel-ART [9] is an adaptive intrusion detection algorithm which combines the Adaptive
Resonance Theory(ART) with the Concept Vector and
the Mercer-Kernel. Kernel-ART can detect unknown
types of intrusions in an on-line fashion by generating
clusters incrementally. The authors use the Concept Vector which is the weight vector of each cluster normalized
to the mean vector of the clusters. Therefore, the learning
rate parameter in updating the weight vectors is implied
which will improve the speed of the execution. They also
improve the data separability by mapping the input data
vectors to a feature space using the Mercer Kernel.
2) Fuzzy Kernel with Multiple Hyperspheres: [10]
presents a novel classiﬁcation algorithm that is based
on fuzzy kernel with multiple hyperspheres (FKMH)
that tries to cover all the training samples of each class
during the training process. The ultimate goal is to make
each hypersphere cover as many samples of the input as
possible using a greedy algorithm. The greedy method
used depends on moving the centre of the hypersphere
so that it encompasses as many data points as possible.
Moreover, FKMH deﬁnes a fuzzy membership function
that is used to label a testing sample as one pattern class
according to the membership values.
III. M OTIVATION
Applying Kernel methods has proved itself in pattern
analysis-related problems that are very critical like drug
industry. On the other hand, not much effort was done

in prior work to relate kernel methods to IDS, especially anomaly-based IDS. That’s why it seems to us
that applying kernel methods to that ﬁeld of computer
security is very interesting. In addition, the collected
data for an IDS can produce nicely shaped clusters such
that each cluster represent the normal behaviour of a
set of users. In other words, clusters could stand for
the normal behaviour of system administrators, normal
users, superusers or guest users. Moreover, the attacks
that can be performed against a network are themselves
categorizable by nature. Therefore, developing a clustering algorithm for anomaly-based IDS looks like an
interesting problem to study in depth.
IV. KBIDS
A. Input Data
IDSes can be categorized according to the type of
event data they analyze. An IDS that monitors trafﬁc
ﬂowing in a network is usually called network-based,
while an IDS that analyzes data produced locally at a
host is often referred to as host-based. The input data
that we will work with is gathered from a network, so
the algorithm used is for a network-based IDS. The data
represents the normal behaviour of the network only.
This makes the system adaptive to future changes in any
malicious or abnormal behaviour that it encounters. In
other words, KBIDS will recognize the normal behaviour
of the system marking any other behaviour as abnormal.
Therefore, we do not deﬁne a set of predeﬁned abnormal
behaviours which makes the system more robust against
new attacks. This approach is referred to whitelisting as
opposed to blacklisting.
B. Clustering
KBIDS will try to cluster the input data images in a
feature space having two goals in mind. The ﬁrst goal is
to have the least number of possible clusters. This goal
is very important because it will reduce the number of
clusters a test point has to be checked against during
the operation of the IDS. This will also help boost the
performance of the IDS which is important because some
attacks need real time or pseudo-real time notiﬁcation to
successfully defend against them. The second goal is to
choose the clusters such that as many input data points
as possible are covered by the chosen clusters. This will
help reduce the false positive (FP) rate of KBIDS.
The algorithm that we use to create the clusters in the
feature space is the K-Means clustering algorithm [11].
K-Means tries to create K clusters. The distance between
the points is measured using a kernel function that can

be changed but remains constant each time the algorithm
runs.
C. Detection
After the system is trained to generalize from the given
input data, it will be used in order to detect intrusions that
are present in the test dataset. If a test data input vector
does not lie on any of the clusters obtained through
the training phase, it will be considered an intrusion.
Therefore, an alarm will be raised to notify the system
administrator that there has been a malicious behaviour
going on. The detection algorithm is given in algorithm
1.
Algorithm 1 Detect
1: for each point p in the test data do
2:
for every cluster c do
3:
if p lies within c then continue checking
4:
else raise alarm
5:
end if
6:
end for
7: end for

V. E VALUATION
A. KDD CUP 99
The latest publicly available dataset for testing IDS
algorithms from MIT-Lincoln Labs is the DARPA 2000
[12] dataset. However, the latest form of this data that
is compatible with machine learning algorithms was
achieved in 1999 in the Third International Knowledge Discovery and Data Mining Tools Competition.
Although the KDD-99 dataset is old, it will give a good
indication of the accuracy of the proposed algorithm. In
general, testing datasets is considered one of the major
problems in IDS research.
B. Data format
A typical line in the KDD 99 dataset is represented by
a set of features that was monitored by the data collection
tool. Each line ends with its designated class. Some of
the features have numeric datatypes, while others (vis.
protocol type, service, ﬂag and class) are enumerated
data. The set of features and their possible values are
given in the KDD-99 dataset.

C. Data Preprocessing
The KDD 99 dataset had to be reformed to the
Attribute-Relation File Format (ARFF) [13] in order to
be used with Weka [14] machine learning tool. The data
preprocessing phase involves many steps and more than
one pass over the input data. The dataset was divided into
two parts: test data and training data. The training data is
10 times the test data and is about 45 MB while the test
data is almost 4 MB. The pseudocode for preprocessing
is given in algorithm 2.
Algorithm 2 PreProcessData
1: loop
 over input dataset
2:
Add protocol to the list of protocols
3:
Add service to the list of services
4:
Add packet ﬂag to the list of packet ﬂags
5:
Add packet class to the list of packet classes
6: end loop
7: Build headers for train.arff and test.arff
8: Add data rows to both ﬁles
D. Parameter Selection
There are some parameters required for the K-Means
algorithm to run. The algorithm is initialized with a
random seed that is used in the random selection of the
initial k centroids. This random seed is derived from the
current time stamp of the machine. Another parameter
is the number of clusters that should be generated. This
parameter is variable and a group of values is used as it
will be explained in the results.
VI. R ESULTS
In order to evaluate KBIDS, we performed several
experiments in order to see the performance of KBIDS in
three aspects: false positives (measure as sum of squared
errors), time to classify test data and number of iterations
of K-Means take to cluster the data. Figure 1 shows that
the accuracy of KBIDS increase exponentially with the
increase in the number of clusters used. However, Figure
2 shows that the time taken to classify the test data
increases in a linear fashion with the number of clusters.
Figure 3 shows the random relation between the number
of iterations of K-Means and the number of clusters.
This is attributed to the fact that the initial centroids
are selected randomly so the number of iterations will
depend on how good the initial centroids are. Our results
suggest that 16 clusters can be considered an optimal
number of clusters for the given dataset. This number
of clusters will cause the sum of squared errors to be

Fig. 1: Relation between number of clusters and sum of
squared errors

based method for an anomaly-based IDS that tries to
cluster the training data to be able to classify the test
data correctly. The method depends on the K-Means
algorithm that is used for clustering. The results of our
experiments show that the number of clusters have a
great effect on the accuracy of the algorithm and on the
time taken to classify the test data. However, the results
show that 16 clusters can be considered an optimal
number of clusters for the given dataset.
KBIDS can be further extended in order to decrease
the delay of classifying the test data since in some attack
incidents real-time response is very crucial. Moreover, it
would be a good feature if re-generating the clusters can
be done dynamically as the input data changes. This will
enable the system to be trained using the new incoming
data while it is using previous clusters to classify the test
data.
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